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Abstract: :
In today's society, the importance of data protection and privacy [E]Exk
preservation has never been more critical. This presentation delves into how
we can employ various privacy-enhancing technologies to safeguard sensitive
information, with a particular focus on achieving quantum-safe security. To begin, we'll
explore the significance of data leaks and privacy protection, emphasizing the need for
robust security measures to counter potential quantum computing threats. We will then
introduce several privacy-enhancing data protection technologies that not only
effectively protect privacy but also ensure quantum security. Key technologies under
scrutiny include Differential Privacy and Homomorphic Encryption. We will elucidate
the workings of these technologies and how they can be harnessed to achieve quantum-
safe data protection goals. Differential Privacy makes data leaks exceedingly
challenging, while Homomorphic Encryption enables computations to be performed
while data remains encrypted, preserving data privacy. Lastly, we will provide real-
world examples to showcase the practical applications of privacy computing. These case
studies will highlight how privacy-enhancing technologies assist businesses and
organizations in safeguarding the privacy of their customers and users while preparing
for future quantum computing challenges. Through this presentation, we will gain a
deeper understanding of the importance of privacy protection and how privacy-

enhancing technologies can ensure a quantum-safe future.
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Technology and the Institute of Information Science at Academia Sinica.




